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1 Introduction

Audit logs are essentially a record of events and activities that are performed by the users and
provide log records for the objects in which the user performed the activities.

Smarten Audit Logs provide detailed logs and comprehensive analytics that include user wise, object
wise, time stamp-based details. The audit logs support compliance, popularity, usage,
accountability, and security.

2 Audit Log Level

Smarten provides three levels of the Audit Logs: Basic, Object Access, and Detail.

f‘iﬁSmaﬂen Welcome

Advanced Data Discovery ~ -
I Administration

~ )
% Configuration - General configuration

B Environment information

- - Data directory path irootidata_samrien/data/ Default
B General configuration
|=) Managed memory configuration Publishing directory Default
[£] Email settings
) Server shared directory frootismarten_shared_dir Default
[£] Email templates
[£) Page setup template Logged - in home page ® | Default home page
B Upload images
B Upload frontpage banners
[£] Time dimension value mappings
[E] GeoMap data
4k Datasources
Google Map Key AlzaSyD33BmgULy-JQUPZIHt9fyAsOwsEvD2Gwg
<& Cube management + No. of objects to be processed 3
. simultanecusly in dashboard
‘%= Dataset management +
Logs settings Audit log
Repository Basic Object access ® Detall
Application error log
S e . Basic ® Detail

LOGS SETTINGS—AUDIT LOG

e Basic: It allows to log only Login/Logout activities of users.

e Object Access: It allows to log Login/Logout activities of users and object open event
performed by users. So, in this level of audit logs, administrators can track object access
details by users with a time stamp.

e Detail: It allows logging all the types of activities by the users, such as new object creation,
edit object, filter, sorting, and many others.
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3 Audit Logs Format

Audit Logs record user-wise information with the date-time and various activities performed by the
user. Audit Logs are generated in a semicolon-separated CSV text file.

The first line in the output file represents column names:

ActionDate;Sessionld;UserName;LoginFrom;Action;Module;ObjectName;Objectld;CubeName;Cubel

d;Description

Smarten

| Administration
{ Configuration
 Datasources
&2 Cube management
Dataset managsment
£ Report management
Repository
£ screculer
i securmy & permissians
Teamup
&3 Tenant management
O API connGUFation
T pepots

S Logs

it logs

Applicalion logs

Seneauler (ogs

Gute logs

wwervemarten ccm

viakne snn,
Budit logs
o o "
5 nulladmin Web Open Oblect;;, Reposion!
AbCG-01072022,91813SbCbZ 91TDT_AudiILog;169324825 dtstRepos tary
20181 b95bobb2 arfOT_AuditLog:1 §3b4 24334 dtstRepository
Abct-01072022,9181 695bcbb2 grfDT_AudiiLog;183b12482ad distRepositor
ary
2,181 b95bCbb2 T OT_AudiILo 1 991424834 dlstRepositan
AbCG-01072022,91813SbCbZ 91DT_AudiILOg; 1693248234 dlstRepos tary
Lo, 1 B34 249230 dtstReposiiont
abcabon. 10 612348 v

Powesest by zwmwsmas 003

LOGS—AUDIT LOGS

Column

Description

Action Date

Date & time of the log.

SessionID

User session ID from which user activity is performed.

Username

Name of the user who performed the activity.

Login From

Login source from where user has performed activity such as Web, Mobile and
API.

Action Activity performed by the user, e.g., Login, Logout, Open Object, Save Object,
Add column.
Module Module name for which activity is performed, i.e., Authentication, Dashboard,

Repository, Crosstab, and Tabular.

Object Name

Name of the object.

Object Id Id of the object.

Cube Name Name of the cube or dataset associated with the object.

Cube Id Id of the cube or dataset for the object.

Description Additional information for user activity, such as IP address for login action.

© 2022, Smarten
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4 Audit Logs Analytics

Audit logs analytics provides the information about various events performed by the users in the
different types of dashboards.

There are mainly five dashboards provided to obtain visibility on user activities: Overview, Usage,
Users, Objects, Usage Report.

3 Welcome
smanten ..., » 2
I Administration
p Configuration
- * o pudit logs analytics
3} Datasources
Overview Usage Users Objects Usage Report
L2 Cube management +
# Registered Users # Active Users™ # Total Objects # Objects (Created)”
"%i Dataset management + 1 55 61 3,692 390
Repositary
1-30 Days : 26 1-30 Days : 36
% Scheduler +
B secuy & pemissons + o 1300053 s19908: 10
55 TeamUp + ays : 3,676
91-180:0 91-180: 47 91-180 : 250
iS Logs -
. o 100 200 20 2 4 2 asn0 2820 2800 v | o 100 200 200
E General configuration
[£) Auditlogs " " "
# Object Views* Daily Avg Usage (All Users) Usage Per Day Per Active User # Datasets / Cubes
[£) Application logs
S 15,689 56.02 Hrs 0.92 Hrs 1,017
[E) Cube logs

[£) Datasets logs

[E) Active sessions

|=] Audit logs analytics

0 Days : 924 l]ays 13.14 Hrs

LOGS—AUDIT LOGS ANALYTICS

I1-90 Days : 892

C
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4.1 Overview

Overview dashboard provides information about Registered Users, Active Users, Total Objects,

Objects (Created), Object Views, Daily Avg. Usage (all users), Usage per Day per Active User, and
Database/Cubes.

These analytics help you to get an overview on users and usage.

Audit logs analytics

Usage Users Objects Usage Report

# Registered Users # Active Users™ # Total Objects # Objects (Created)”
155 62 3,692 402
1-30 Days : 24 1-30 Days : 38
31-90 Days : 35 31-90 Days - 87
149 91-130: 49 91-180: 277
150 152 154 L] 20 E 4 50| 2500 2,550 2800 2850 2700 a0 | o 100 200 300
# Object Views® Daily Avg Usage (All Users) Usage Per Day Per Active User # Datasets | Cubes
16,175 60.78 Hrs 0.98 Hrs 1,017

0 Days : 1,014 IDays 2 16.65 Hrs
e _
_ IMaﬂ e

5.000 10,000 15.000 | 16.00 18.00 2000 2200 | 040 050 060 070 080

@

250 1,000 1050

AUDIT LOGS ANALYTICS—OVERVIEW
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4.2 Usage

The usage dashboard provides usage information by users and objects.

By default, you will see the daily (date wise) and day of the week wise usage and trends by objects,
active users, and total usage in hours. You can apply different time series filters to analyse in detail.

Audit logs analytics
Overview Users  Objects
2020 2019 Q1 Q2 Q3 o4

12 3 45 6 7 8 9 10 1

12 13 14 15 16 17 18 19 20 21

Usage Repert

Jan Feb Mar Apr May Jun Jul
22 23 24
Daily Object Views
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I
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7 -_—
é ] [ ] — -~ s
® 324-405
1.2 3 4 5 6 7 B 9 10 1 12 12 14 15 16 17 18 18 20 21 22 23 24 25 26 27 28 28 30 31
Day
Daily Active Users
35 32
30
2 2
21 24
= Bp 22 2 2 B oo 22
= 20 © 21 2
20 18 18 18
15 1 17l T 1 17
15 13
10
1 4 7 10 13 16 13 22 25 28
Daily Total Usage (Hrs)
205
g fa)
21g
- P 181 183 Fs
2 143 o O\ 132 1q 130142
2 123 us /O o7 6 2 o0 16490115 115
wo B /NG B 0.2 \a oo % ° 79 20/070 8
) o 59 70
%o o oo o-°
o
1 4 7 10 13 16 15 22 25 28
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AUDIT LOGS ANALYTICS—USAGE

Aug Sep Oct Nov Dec
25 26 271 28 29 30 3

5.000

4.000

2.000

Day Wise Object Views

4578
0
Day: Tuesday
ER # Object Views: 2,159 [
Monday  Tuesday Wednesday Thursday  Friday  Saturday  Sunday
Day wise Active Users
48
38 39
37 15
21
10
Monday — Tuesday Wednesdsy Thursday  Fridey  Saturdsy  Sunday

Day Wise Total Usage (Hrs)

831

Monday  Tuesday Wednesday Thursday  Friday  Ssturday  Sunday
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4.3 Users

The users dashboard provides total user counts and active user-related KPIs. It also displays top-
bottom analysis and a listing of users for various activities undertaken by the users.

You can apply different time series filters to analyse in detail.

Audit logs analytics

Overview Usageobjecls Usage Report

2020 2019 a1
12 3 4 5 6 7

155

Q2 Q3 Q4 Jan

Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec

8 9 10 1 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 271 28 29 30 3
# Registered Users

# Objects (Created) - Top §

20 40 =]

0ja:31

-'arlh:30

.-
-

20

# Objects (Created) - Bottom §

Akhilesh Srivastav : Akhilesh:0

Deepti: Deepti-0

Dhaval Oza : Dhavaloza.0

Dr. Kalpesh Parikh : Kalpesh:0

EJBITally : EJBITally:0

© 2022, Smarten

#Active Users - Last 30 Days Active Users (%) - Last 30 Days Daily Avg Usage (All Users) -Last 30 Days  Usage Per Day Per Active User - Last 30 Days
24 15.48% 16.65 Hrs 0.69 Hrs
# Object Views - Top 5 Total Usage (Hrs) - Top 5 Daily Avg Usage (Last 30 Days) - Top 5
Person Name: NHAI
o 1 Vi 2000 200 300 400 500 150 200 250 .00 250
NHAI : Api_nhai 7,185 Sahil Patel : Sahil:444 Hrs _
Sanjay Patel : Sanjayp:1,140 Pinki - Pinki:367 Hrs _
User : Pradip_Demo:876 Sahil Desai : Sahild:351 Hrs
Jignesh : Jignesh:765 Admin:339 Hrs
Pooja - Pooja 662 Pooja : Pooja 253 Hrs .e Pooja 1.71 Hrs
# Object Views - Bottom 5 Total Usage (Hrs) - Bottom 5 Daily Avg Usage (Last 30 Days) - Bottom §
0o 05 10 15 o 5 10 .00 500 10.00
Kartik Gulani - Kartik Gulani-0 Kartik Gulani : Kartik Gulani:0 Hrs Kartik Gulani : Kartik Gulani:0.00 Hrs
Pandiarajan - Pandiarajan:0 NHAI1:0 Hrs NHAI1:0.00 Hrs
Satyajit Mozar - Satyajit Moza...0 NHAIZ:0 Hrs NHAIZ:0.00 Hrs
Aurokripa:0 NHAI3:0 Hrs NHAIZ:0.00 Hrs

AUDIT LOGS ANALYTICS—USERS

NHAI4:0.00 Hrs
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4.4 Objects

The objects dashboard provides all the objects view based on various object-related activities
performed by different users.

You can apply different time series filters to analyse in detail.

Audit logs analytics

Overview Usage Users Usage Report

2020 2019 Q1 Q2 Q3 Q4 Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec
123456739 10 11 12 13 14 15 16 17 18 19 20 21 22 25 24 25 26 27 28 29 30 3
# Objects (Created) Dataset/Cube Wise #Objects
® crosstab ® Dashboard GeoMap Graph ® kel ® smartenview @ Tabutar
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® Dashboard _
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® Smarten View * ] T
. EEE ] B il
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Sales_Demao Di_Amnes_AFMS_S. Di_Amnes_COS Sales_U Aocounts_U >
# Object Views Monthly Object Views
15.000
19.56%
® crosstab
@
o ® Dasnboara g oo
2.13% \ GeoMap =
Y =
2.37% —— Graph g
e ® wel S som
0.64%
® smarten View =
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7T o -
o
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8.000
4000
o
=
2
=
=
2000
o ---——————________77
Broject Datsile. Zerum Board (Cr Finznes (Dashbe. Ssles Home (Dzs. ProjectDatsil | Reports (Dashbs. Overview_Naws (D. Geomap (Dasheoz. Home - Sales (D £0S Summsry (Da
Projects (Dashb. Overview (Dashb.. Resource Utiliz.. Home - Finance .. Centribution (D. Growth {Dashboa.. Sales Overview .. Top-Betiom (Das. Delayed Project. EJELAdvmrd);

AUDIT LOGS ANALYTICS—USERS
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4.5 Usage Report

The Usage Report provides a tabular report about the users and details, such as Name and Email ID,
Dept. Name, the Last Login details, created objects, and objects view. You can apply different time
series filters to analyse in detail.

Audit logs analytics

Overview Usage Users Objects | Usage Report

2020 2019

UserName

EJBITally
ESDSSmarten1
Jalpa

Janvi

Kartik Gulani
LemonSmarten1
Mahip

Mitalee

NHAI1

NHAI2

NHAI3

NHAI4

NHAIS

Nisarg

Qsman
Pandiarajan
Pradip_Demo

Q1 Q2 Q3 Q4

Person Name

EJBITally
ESDSSmarten1

Janvi

Kartik Gulani
LemonSmarten1
Mahip Mehta
Mitalee

Nisarg

Mohamed Osman
Pandiarajan

User

Email 1d

Janvi@Smarten.Com

Nisarg@Eleganimicroweb.Com

Pradip@Smarten.Com

Department Name

5 Audit Logs Administration

Last Login

14-Feb-2020 1142
28-Feb-202020:23
08-Apr-2020 14:59
29-May-2020 11:08
31-Jan-2020 17:11
19-May-2020 13:26
27-Feb-202013:32
30-May-2020 14:45
07-Feb-2020 19:36
07-Feb-202019:37
07-Feb-202019:37
07-Feb-2020 19:38
07-Feb-2020 19:38
16-Apr-2020 14:57
18-May-2020 13:18
16-Mar-2020 13:06
01-Jun-2020 19:03

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec
12 3 45 6 7 8 9 10 1M 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

Objects (Created)

ane oo oo eltleoesneea

AUDIT LOGS ANALYTICS—USAGE REPORT

Page 1 of 2
Object Views Total Logins Total Usage (Hrs) AngDgUiia{g:"er;er

18 3 19.05 2.38
2 2 278 1.39
40 22 5227 238
124 63 115.63 184
i 1 0.00 0.00
4 16 7.08 044
10 6 12.50 2.08
521 76 127.97 1.68
] 1 0.00 0.00

J 1 0.00 0.00

] 1 0.00 0.00

] 1 0.00 0.00

J 1 0.00 0.00
15 5 15.05 1.00
N 9 1628 181
o 1 035 035
976 222 179.62 0.81

Smarten provides predefined datasets for audit log analytics. This dataset is created
from Audit Log files generated in the logs folder. The administrator can configure rebuild
scheduler for this dataset.

The predefined Audit Log Analysis is already provided, but administrators can create custom reports

from this dataset as per their need.

The administrator can also manage archive settings from the administration interface.

Note:
Please refer to Administrator Manual >Working with logs section for more details.

6 Product and Support Information

Find more information about Smarten and its features at www.smarten.com

Support: support@smarten.com
Sales: sales@smarten.com

Feedback & Suggestions: support@smarten.com

Support & Knowledgebase Portal: support.smarten.com
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