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1 Introduction

As a standard practice, it is important to take Smarten backup on a regular basis. This document
provides details about how to back up Smarten data on local storage and AWS S3.

Smarten provides backup scripts for Smarten running on Windows and the Linux environment. These
scripts take incremental backup of Smarten data files by identifying a modified chunk in the files and
copying it to a destination file using the delta-transfer algorithm. This makes the backup process
faster and optimized.

For example, we have ten files in a data folder. Two files have been modified since the last backup
was taken. Backup scripts uses rsync and robocopy commands for Linux and Windows respectively.
These commands use the delta-transfer algorithm to copy files incrementally to the destination
folder. These commands iterate source and destination folders and identify modified files and then
identify modified bytes and merge them to the destination file. It does not copy and overwrite the
whole modified file. This makes the file copy mechanism faster and makes optimum use of network
bandwidth.

2 Smarten Data Folder Backup

You need to take a backup of the Smarten data folder, which is located by default at
<SMARTEN_INSTALLATION_FOLDDER>/data on Windows and Linux.

2.1 Configuring Backup on Windows

This section explains how to configure a backup script to take backup on local drive and AWS S3 on
the Windows server.

You can find the backup script file for Windows in the Smarten.war deployment folder. You can find
“smartendatabackup_windows.bat” in the smarten.war/docs/backup_scripts folder. You need to
edit this file as per your deployment environment.

Storing Backup on Local Drive

The command below will store Smarten data backup on local drive. You need to edit highlighted
parameters in your backup script file.

RoBocopPY

"C:\smarten\data’

'D:\smarten_data_backup\data”)/MIR /XO /dcopy:t /LOG(D:\Backup.log) /XD ('C:\smarten\data\temp"”X"C:\smarten\data\logs"

Source Path Destination Path Backup Log Path Exclude Directory Path Exclude Directory Path
SMARTEN BACKUP ON LOCAL DRIVE—WINDOWS

Storing Backup on AWS S3

Before configuring the backup script, S3 client must be installed on your Smarten server. S3 client
command will be used to store backup files directly on S3. Please install S3 client per the steps given
in the URL below:

https://tecadmin.net/setup-s3cmd-in-windows/

Once S3 client is installed, you need to uncomment below the mentioned S3 client command line
and comment out the above mentioned local drive backup command in your backup script. You
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need to configure S3 client command to store backup directly on S3. You need to configure the
parameters mentioned below as per your environment in the command below in the script file:

python C:\s3cmd\s3cmd sync\ |C:\smar‘ten\datalIsB://bucketnamel --exclude --exclude |‘10gs/*'| >>|C:\backuplog.txt|
U v v U

Source Path  Destination Path Exclude Directory Path Exclude Directory Path

Backup Log Path

SMARTEN BACKUP ON S3—WINDOWS

As shown in both commands above, four parameters need to be updated as per your environment.

Below are the details about those parameters:

Parameter Description
This path points to the Smarten data folder path. You need to

Source Path
update this path as per your Smarten deployment. By default,

the Smarten data folder is located at
<SMARTEN_INSTALLATION_FOLDDER>/data folder.

L For local drive backup, this path points to the destination
Destination Path

folder path where you want to store your backup.

For S3 backup, this path points to the S3 bucket path where
you want to store backup.

You need to update this path as per your environment.

Backup Log Path This parameter specifies the backup log folder path where you

want to output logs of your backup process.

Exclude Directory Path This parameter is used to specify a file or directory in the
Smarten data folder that you want to exclude from the backup
process. As shown in the image above, by default, we have
excluded the “temp” and “logs” folders from the Smarten data
folder. So, backup of these folders will not be taken. In the
same way, you can specify any other folder in the data folder

that you don’t want to back up.

Once a backup script is configured, you can refer to Section 4.1—Creating backup scheduler on
Windows to configure a backup scheduler.

2.2 Configuring Backup on Linux

This section explains how to configure a backup script for backup on local drive and AWS S3 on the
Linux server.

You can find the backup script file for Linux in the Smarten.war deployment folder. You can find
“smartendatabakup_linux.sh” in the smarten.war/docs/backup_scripts folder. You need to edit this
file as per your deployment environment.
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Storing Backup on Local Drive

The command mentioned below will store Smarten data backup on local drive. You need to edit the
highlighted parameters in your backup script file.

rsync -arv --exclude ——exclude*temp|I/Data/smar'ten/datal |/home/ubuntu/databackup/| ——log—file:l/var/log/smarendatabackup.txtl

Exclude Directory Path
Exclude Directory Path

Destination Path

Source Path Backup Log Path

SMARTEN BACKUP ON LOCAL DRIVE—LINUX

Storing Backup on AWS S3

Before configuring the backup script, S3 client must be installed on your Smarten server. The S3
client command will be used to store backup files directly on S3. Please install S3 client as per the
steps given in the URL below:

https://cloudacademy.com/blog/how-to-use-aws-cli/

Once S3 client is installed, you need to uncomment the below mentioned S3 client command line
and comment out the above mentioned local drive backup command in your backup script. You
need to configure S3 client command to store backup directly on S3. You need to configure the
parameters mentioned below as per your environment in the command below in the script file:

s3cmd syncl/home/ubuntu/data||53://bucketname| --exclude --excludelvlogs/*.

Source Path Destination Path Exclude Directory Path Exclude Directory Path Backup Log Path

>> |/va r/log/smarendatabackup.txt]

SMARTEN BACKUP ON S3—LINUX

As shown in both commands above, four parameters need to be updated as per your environment.
Below are the details about those parameters:

Parameter Description

Source Path This path points to the Smarten data folder path. You need to update this
path as per your Smarten deployment. By default, the Smarten data
folder is located at <SMARTEN_INSTALLATION_FOLDDER>/data folder.

Destination Path For local drive backup, this path points to the destination folder path
where you want to store your backup.

For S3 backup, this path points to S3 bucket path where you want to
store backup.

You need to update this path as per your environment.

Backup Log Path This parameter specifies the backup log folder path where you want to
output logs of your backup process.

Exclude Directory Path | This parameter is used to specify file or directory in the Smarten data
folder that you want to exclude from the backup process. As shown in
the image above, by default, we have excluded the “temp” and “logs”
folders from the Smarten data folder. So, backup of these folders will not
be taken. In the same way, you can specify any other folder in the data
folder that you don’t want to back up.
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You need to set execute permission on the backup script file to run it:
# sudo chmod +x smartendatabackup_on_local.sh

Once the backup script is configured, you can refer to Section 4.2—Creating backup scheduler on
Linux to configure the backup scheduler.

3 Smarten Backup of MySQL Metadata Database

Smarten can be deployed with the MySQL database as metadata database. The MySQL database
backup must be included in the backup process. Apart from data folder backup, the MySQL
metadata database backup script is also provided for Windows and Linux.

3.1 Configuring MySQL Backup on Windows

This section explains how to configure the backup script for backup of the MySQL database on local
drive and AWS S3 on the Windows server.

You can find the backup script file for Linux in the Smarten.war deployment folder. You can find
“smartendatabackup_mysql_windows.bat” in the smarten.war/docs/backup_scripts folder. You
need to edit this file as per your deployment environment. For MySQL backup, the mysqldump
command is used for database backup. It generates a backup file on a given backup path. You need
to change the parameters below in the MySQL backup script:

@echo off
#Below line sets database username.Please specify appropriate prameters as per your environment.

et USERNAME=root
Database Username

#Below line sets database password.Please specify appropriate prameters as per your environment.

S TTT]
— == Database Password

#Below Line sets backup path.Please specify appropriate prameters as per your environment.
t BACKUPPATH=D:\Back MySql
Ee \Backup\flySq \|=C>Backup Path

#Below line sets the time and date on the backup file.
set TIMESTAMP=%DATE:~1@,4%.%DATE :~4,2% XDATE:~7,2%-%TIME: ~@, 2% . ¥TIME : ~3, 28 . XTIME: ~6, 2%

#Below line will take MySql backup on local drive.
#Please make sure that you have set proper path of mysqldump command in below line.
C:\wamped\bin\mysql\mysql5.7.31\bin\mysqldump --user=%USERMAME% --password=%PASSWORD% --all-databases --result-file="%BACKUPPATHXXTIMESTAMP%.sql"

#Uncomment below line puted backup on S3.Please specify appropriate prametes as per your environement
#python C:\s3cmd\s3cmd sync %BACKUFPATH%|53://53bucketname|>>|C:\hackuplug.txt|

echo Donel

T i

exit] Destination Path Backup Log Path

SMARTEN MYSQL BACKUP—WINDOWS

Parameter Description
Specify MySQL database username.

Database username

Database password Specify MySQL database user password.

This path points to the backup folder path where you want to store your
backup. You need to update this path as per your environment.

Backup Path

Storing backup on AWS S3

Before configuring the backup script, S3 client must be installed on your Smarten server. The S3
client command will be used to store backup files on S3. Please install S3 client as per the steps given
in the URL below:

https://tecadmin.net/setup-s3cmd-in-windows/

© 2021, Smarten Visit us at www.smarten.com
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Once S3 client is installed, you need to uncomment the S3 client command line mentioned below in
your backup script. You need to configure S3 client command to store backup on S3. You need to

configure the parameters mentioned below as per your environment in the command below in the
script file:

#Uncomment below line puted backup on S3.Please specify appropriate prametes as per your environement
#python C:\s3emd\s3cmd sync %BACKUPPATH% sB://SBbucketnamel>>|C:\backup10g.txt|
echo Done!

Destination Path Backup Log Path

SMARTEN MYSQL BACKUP ON S3—WINDOWS

Parameter Description

Destination Path | This path points to S3 bucket path where you want to store backup. You need
to update this path as per your environment.

Backup Log Path | This parameter specifies the backup log folder path where you want to output
logs of your backup process.

Once the backup script is configured, you can refer to Section 4.1—Creating backup scheduler on
Windows to configure the backup scheduler.

3.2 Configuring MySQL Backup on Linux

This section explains how to configure the backup script for backup of the MySQL database on local
drive and AWS S3 on the Linux server.

You can find the backup script file for Linux in the Smarten.war deployment folder. You can find
“smartendatabackup_mysql_linux.sh” in the smarten.war/docs/backup_scripts folder. You need to
edit this file as per your deployment environment. For MySQL backup, the mysqldump command is
used for database backup. It generates a backup file on a given backup path. You need to change the
parameters below in the MySQL backup script:

#!/bin/bash

#Below line sets database username.Please specify appropriate prameters as per your environment.
USERNAME="root |=—=—=Dpatabase Username

#Below line sets database password.Please specify appropriate prameters as per your environment.
PASSWORD="****"__~ Database Password

#Below Line sets backup path.Please specify appropriate prameters as per your environment.
[BACKUPPATH="/home/elegant/ ‘=== Backup Path

# Below line sets the time and date on the backup file.
TIMESTAMP="date +%Y-%m-%d_%H-%M-%S"

# Below line will take MySqgl backup on local drive.
mysqldump --user=$USERNAME --password=$PASSWORD --all-databases > $BACKUPPATH$$TIMESTAMP.sql

#uncomment below line to upload backup on s3. Please specify appropriate S3 bucket path in below line
#s3cmd sync $BACKUPPATH|53://53bucketname|>>|/var/log/backuplog.txﬂ

v

Destination Path Backup Log Path

SMARTEN MYSQL BACKUP—LINUX
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Parameter Description

Database username | Specify MySQL database username.

Database password Specify MySQL database user password.

Backup Path This path points to the backup folder path where you want to store your

backup. You need to update this path as per your environment.

Storing Backup on AWS S3

Before configuring the backup script, S3 client must be installed on your Smarten server. The S3
client command will be used to store backup files on S3. Please install S3 client as per the steps given
in the URL below:

https://cloudacademy.com/blog/how-to-use-aws-cli/

Once S3 client is installed, you need to uncomment the S3 client command line mentioned below in
your backup script. You need to configure the S3 client command to store backup on S3. You need to
configure the parameters mentioned below as per your environment in the command below in the
script file:

#uncomment below line to upload backup on s3. Please specify appropriate S3 bucket path in below line
#s3cmd sync $BACKUPPATH |53://53bucketname| >> |/var/log/backuplog.txt\l

Y

Destination Path Backup Log Path

SMARTEN MYSQL BACKUP ON S3—LINUX

Parameter Description
Destination Path This path points to the S3 bucket path where you want to store backup. You

need to update this path as per your environment.

Backup Log Path This parameter specifies the backup log folder path where you want to output
logs of your backup process.

You need to set execute permission on the backup script file to run it as shown below:
#sudo chmod +x smartenbackup_mysql_on_local.sh

Once the backup script is configured, you can refer to Section 4.2—Creating backup scheduler on
Linux to configure backup scheduler.
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4 Configure Backup Scheduler

4.1 Creating Backup Scheduler on Windows

e Open Task Scheduler and set backup scheduler according to your needs. Click on Basic Task.

“Actions

- | msak sehauter o) -

at the times you speciy. To begin, ek cormmand in the Action

e started in the fallowing time perioc:

hning, 0 succeedect O stopped, Ofaied

‘Tiggend By

that are cumently enabled andl have not expircd.

st

BACKUP SCHEDULER ON WINDOWS—CREATE BASIC TASK

e Enter name of backup job and click Next.

g Create a Basic Task

Create a Basic Task Use this wizard to quickly schedule a commeon task. For more advanced options or settings
Trigger such as multiple task actions or triggers, use the Create Task command in the Actions pane.
Action Name: SmartenBackup
Frz Description:

BACKUP SCHEDULER ON WINDOWS—CREATE BASIC TASK

e Set when you want the task to start and click Next.

© 2021, Smarten Visit us at www.smarten.com 10
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Create Basic Task Wizard X

@ Task Trigger

Create a Basic Task When do you want the task to start?
O paily
Action © Weekly
Finish O Monthly
O Onetime

(O When the computer starts
O When llogon

(O When a specific event is logged

< Back Cancel

BACKUP SCHEDULER ON WINDOWS—TASK TRIGGER

e Set when you want the task to start and click Next.

Create Basic Task Wizard >

_@ Weekly

Sl Start: n/24,12021 g 2:05:10 AM 2 [ Synchronize across time zones

Trigger
Weekly Recur every: 1 weeks on:

Action
== [ Sunday [ Monday [] Tuesday [] Wednesday
[ Thursday [] Friday Saturday

< Back Cancel

BACKUP SCHEDULER ON WINDOWS—SET WEEKDAY

e Select Start a program and click Next.

© 2021, Smarten Visit us at www.smarten.com 11
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Create Basic Task Wizard X
n
_@ Action
Create a Basic Task )
Trigger ‘What action do you want the task to perferm? |
Weekly
® Start a program
Finish () Send an e-mail (deprecated)
() Display a message (deprecated)
I
< Back Cancel
BACKUP SCHEDULER ON WINDOWS—SET ACTION
e Browse and select your backup script and click Next.
X

Create Basic Task Wizard

@ Start a Program

Create a Basic Task

Trigger Program/script:
Weekly C\Users\opensource\Desktop\smartendatabackup\Forwindows\smarten
Action
Add arguments (optional):
Finish Start in (optional):

< Back Next > Cancel

BACKUP SCHEDULER ON WINDOWS—SET A SCRIPT

e Click Finish.

© 2021, Smarten Visit us at www.smarten.com 12
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Create Basic Task Wizard

@| Summary

Create a Basic Task
Trigger

Daily
Action

Start a Program

Fosn

X
MName: [Smarten_Backup
Description:
Trigger: Daily; At 9:22 AM every day
Action: Start a program; C\Users\opensource\Desktop\smartendatabackup\Forwindov

[_] Open the Properties dialog for this task when | click Finish
When you click Finish, the new task will be created and added to your Windows schedule.

< Back Cancel

BACKUP SCHEDULER ON WINDOWS—TASK FINISHED

4.2 Creating Backup Scheduler on Linux

e Set backup scheduled using root user.

e Open cron scheduler using the following command:

# crontab —e

e For example, | have set every Sat midnight for scheduled Smarten data backup.

00 23 * * 6 sh |/smartendatabackup on local.sh

e Save crontab and exit.

© 2021, Smarten
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CRON SCHEDULER ON LINUX—CREATE SCHEDULER
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5 Product and Support Information

Find more information about Smarten and its features at www.smarten.com
Support: support@smarten.com

Sales: sales@smarten.com

Feedback & Suggestions: support@smarten.com

Support & Knowledgebase Portal: support.smarten.com
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