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Prerequisite

e Smarten is deployed on AWS EC2 instance as per instructions in Smarten installation manual.
e AWS MySQL RDS instance is setup and running

1 Architecture
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2 Configuring Smarten data folder on EFS

2.1 Creating EFS on AWS

Procedure
1. Loginto AWS console

2. Goto services and select EFS under storage (https://console.aws.amazon.com/efs/)
3. Click “Create file system”

Amazon Elastic File System (EFS)

Amazon EFS provides file storage for use with your EC2 instances.

Create file system

4. Aws will automatically assign an IP address in the availability zone

Configure file system access

An Amazon EFS file system is accessed by ECZ instances running inside one of your VPCs, Inslances connect io 4 fle system by using & netwok
F Iy o
WPC e Te 3430 (detault] Li]
eal ] 1 ta VPC's A
¥ F [ ite sl
Avaiabdity Zone Subnet B pacdaress O  security groups Li ]
50 T430EA0D - dofault
- [FLEE LY B I A
8g-T4304d0D - dedault
- roet-eD 1 L
5g-T4304d09 - dedault =
- r 1 ada { il ~ i}
sg-T4304d409 - default =
- EL0d U
85-74300d09 - dedault =
- - B A
8G-T430EA0D - default *
- us-east- 11 subnet-5Ted7 e5b (default o Automatc #
Cancel Moxt Step

5. Add the tag and select the performance mode General purpose
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Configure optional settings

Add tags
You can add tags to describe your file system. A tag consists of a case-sensitive key-value pair. (For example, you can define a tag with key-value
pair with key = Corporate Department and value = Sales and Marketing.) At a minimum, we recommend a tag with key = Name
Key Value Remove
Name

Choose performance mode

We recommend General Purpose performance mode for most file systems. Max I/O performance mode is optimized for applications where tens

indreds, or thousands of EC2 instan

s are accessing the file system — it scales to higher levels of aggregate throughput and operations per

second with a tradeoff of slightly higher latencies for file operations

* General Purpose (default)

Max /O

Cancel Previous Next Step

ADD TAGS

Review the configuration, and if all okay, then click “Create File System”. It make take a few
seconds, once done, you will get a success message.

2.2 Mounting EFS on Smarten Instance

Smarten data folder using through EFS file system. Before mounting, need to install the NFS client
using below mention command.

Procedure

1.

Install NFS client use this command.
# sudo apt-get install nfs-common

Create a folder where you want to mount the EFS. Best practice create folder in /mnt.
# sudo mkdir /mnt/data

Mount the EFS file system with the below mention command.

# sudo mount -t nfs4 -o
nfsvers=4.1,rsize=1048576,wsize=1048576,hard,timeo=600,retrans=2,noresvport
XXXXXXXX. XXXX.amazonaws.com:/ /mnt/data

XXXXXXXX. XXXX.amazonaws.com >> it’s EFS DNS name

Allow port in Smarten instance inbound rules.
# NFS port 2049

Verify EFS mount with below mention command.
# sudo df —h | grep /mnt/data

Mount EFS when instance booting. Open fstab configuration file and add EFS mount point.
# sudo vi /etc/fstab
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XXXXX.XXXX.amazonaws.com:/ /mnt/data nfs4
nfsvers=4.1,rsize=1048576,wsize=1048576,hard,timeo=600,retrans=2 00

Mount EFS file system using below mention command.
# sudo mount —a

2.3 Copying data folder on EFS

e Copying data folder on EFS using below mention command.
# sudo cp —r data /mnt

2.4 Configuring data folder path in smarten

e (Create a system.properties file using below mention path and add data folder location.
WILDFLY_HOME /standalone/deployments/smarten.war/conf/
sudonanosystem.properties
Add data folder path which is copying in EFS mount point:
APPLICATION_PATH=/mnt/data

3 Configuring Smarten Metadata DB on RDS MySQL Database

Create “smarten” database in AWS MySQL rds instance.

3.1 Database Creation

Procedure

1.

2.

Locate mysql.sql script file from following path.
WILDFLY_HOME/standalone/deployments/smarten.war/upgrade/mysql.sql

Execute script file on above created “smarten” database in MySQL.

3.2 Configuring Database connection parameters in Smarten

Procedure

1.

Open file dbConf.properties from path shown below and comment HSQL DB parameter.
WILDFLY_HOME/standalone/deploymetns/smarten.war/conf/dbConf.properties

#HSQL Start

#hibernate.dialect=org.hibernate.dialect. HSQLDialect

#hibernate.hbm2ddl.auto=update

#hibernate.connection.driver_class=org.hsqldb.jdbcDriver

#hibernate.connection.username=sa

#hibernate.connection.password=
#hibernate.connection.url=jdbc:hsqldb:<data_folder_path>/DB/elegantjbi;shutdown=true;hsqld
#hsqldb.write_delay=false;hsqldb.lob_compressed=true;hsqldb.log_size=50;hsqgldb.defrag_limit
=5;

#hibernate.connection.url=jdbc:hsqgldb:hsgl://localhost/elegantijbi
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#hibernate.connection.url=jdbc:hsqldb:hsql://localhost/<data_tenant_path>
#hibernate.show_sql=false

2. Edit dbConf.properties file by following command and uncomment MySQL DB parameter and
add MySQL DB credentials.
WILDFLY_HOME/standalone/deployments/smarten.war/conf/dbConf.properties

hibernate.dialect=org.hibernate.dialect.MySQLDialect
hibernate.hbm2ddl.auto=update
hibernate.connection.driver_class=com.mysql.jdbc.Driver
hibernate.connection.username= Database Username
hibernate.connection.password= Database Password
hibernate.connection.url=jdbc:mysql://Database Ip (endpoint) /Database
Name?useUnicode=true&characterEncoding=UTF-8
tenant.db.url.template=jdbc:mysql://Database Ip (endpoint)
/<data_tenant_path>?useUnicode=true&characterEncoding=UTF-8
tenant.mysql.command.path=mysql,--host=Database Ip(endpoint),--port=3306,--
user=Database Username,--password=Database Password

3.3 Configuring Quartz Scheduler

Procedure

1. Open file quartz.properties from path shown below and comment HSQL DB parameter.
WILDFLY_HOME/standalone/deployments/smarten.war/conf/ quartz.properties

#Horg.quartz.jobStore.class = org.quartz.impl.jdbcjobstore.JobStoreTX
#Horg.quartz.jobStore.driverDelegateClass = org.quartz.impl.jdbcjobstore.HSQLDBDelegate
#Horg.quartz.jobStore.tablePrefix = QRTZ_

#Horg.quartz.jobStore.isClustered = true

#Horg.quartz.jobStore.clusterCheckininterval = 20000

#Horg.quartz.jobStore.useProperties = false

#Horg.quartz.jobStore.misfireThreshold = 60000

Horg.quartz.jobStore.selectWithLockSQL = SELECT * FROM {0}LOCKS UPDLOCK WHERE
LOCK_NAME

2. Openfile quartz.properties from path shown below and uncomment MySQL DB parameter.
WILDFLY_HOME/standalone/deployments/smarten.war/conf/quartz.properties

org.quartz.jobStore.class = org.quartz.impl.jdbcjobstore.JobStoreTX
org.quartz.jobStore.driverDelegateClass = org.quartz.impl.jdbcjobstore.StdJDBCDelegate
org.quartz.jobStore.tablePrefix = QRTZ_

org.quartz.jobStore.isClustered = true

org.quartz.jobStore.clusterCheckinlnterval = 20000

org.quartz.jobStore.useProperties = false

org.quartz.jobStore.misfireThreshold = 60000

org.quartz.jobStore.selectWithLockSQL = SELECT * FROM {0}LOCKS WHERE SCHED_NAME = {1}
AND LOCK_NAME = ? FOR UPDATE
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4 Creating another instance using AMI image

Procedure
1. Stop the excising Smarten instance
2. Select the Smarten instance and click on Action tab.

Ao % e
), Filt ibut (7] 11028 0f 28

Name * Instance ID * Instance Type -  Availability Zone -~ Instance State ~ Status Checks ~ Alarm Status Public DNS (IPv4) = IPv4 Public IP * IPvEIPs

|0dadadcBafBA25500 12 arge ap-south-1a & stopped hione -

AMI ACTION

3. Expand Action tab and click image > Create Image.

Q) | Name : Smarten_Cluster Add

Actions ~

& N Create Template From Instance
Launch More Like This

te Type ~  Availability Zone ~ Instance State

@  Smarten_Cluster ap-south-1a & stopped

Instance State
Instance Settings

e Create Image

Networking
CloudWatch Monitoring

AMI CREATE IMAGE

4. Addimage name and image description and click on Create Image.

Create Image X

Instance D (j i-0dadadc6died255d0

Image name (j ‘ ‘

Image description ‘ ‘

No reboot  (j O

Instance Volumes

Volume : S . Delete on
Type De}nce Snapshot (i Slzg (L) Volume Type (i I0PS (i Throughp}lt Termination Enf:rypled
] i i (MB/s) (i ] i
Root /dev/sdal  onaP- E ] [General Purpose SSD (gp2) ~| 100/3000 N/A Not Encrypted
079b130a0a9942cf7

Add New Volume

Total size of EBS Volumes: 8 GiB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

[N Create Image '
—

AMI CREATE IMAGE
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5. Wait for 5 min to image creation completed, then go to EC2 Dashboard > Images and click on

AMls.

© NewEC2

m EC2 Image Builder ~ Actions v

Experience x A Q%
Ownedbyme v () Name: Smarten (%] Ttolof1
EC2 Dashboard
s @  Name AMIName - AMIID Source - Owner Visibility Status. - Creation Date Platform Root Device "~ Virtualizhtic
Tags @  Smarten phpshops ami-0a4f42a079b732c8 050219260264/ 050219260284 Private avalable July 7, 2020 at 6:03:32 PM Other Linux ebs fvm
Limits
w Instances
Instances
Instance Types
Launch Templ:
d Instances
Dedicated Hosts
Capacity Reservations
Image: ami-0a4f42a9179b732c8 _N-14
m ot Jcrsscns llf o
@© NewEC2 = EC2 Imax S
ge Builder  Actions v
Experience x Ao %
Ownedbyme v () Name:Smarten  Addfilter Q 1tolof1
EC2 Dashboard
e @  Name AMiName ~ ~ AMIID Source - Owner Visibility Status. - Creation Date Platform Root Device "~ Virtualizatii
35 @ Smaten phpshops ami-0a4(4220790732c8 050219260264/ 050219269264  Private available July 7, 2020 at 6.03:32 PM Other Linux ebs hvm
Limits
w Instances
Instances

Instance Types
Launch Templates
Spot Requests

Savings Plans

 Instances
Dedicated Hosts

Capacity Reservations

Images

AMis

Image: ami-0a4142a9179b732c8

et Jfervissiovs Il =3

AMI LAUNCH

1N

7. Select instance type (select same instance type which is set in Smarten instance) and click next.

Step 2: Choose an Instance Type
Amazon EC2 provides a wide selection of instance types
the appropriate mix of resources for your applications.

Filterby- | All instance types v Current generation ¥  Show/Hide Columns

Currently selected: 12.11arge (Variable ECUs, 4 vCPUs, 2.3 GHz, Intel Broadwell F5-2686v4, 16 GIB memory, EBS only)

ptimized to fit different use cases. Instances are virtual servers that can run applications. They have varying combinations of CPU, memary, storage, and netwarking capacity, and give you the flexibility to choose
N more about instance types and how they can meet your CompUting needs.

Family - Type vePUs (i EBS-Optimized Avallable (i Network Performance (i e s‘i""“’"
General pupose @nano 0s EBS only Law to Moderate Yes
General purpose 12.micro 1 EBS only Low 10 Moderste Yes
General purpose 2 EBS only Low to Moderate Yes
General purpose t2.medium 2 4 EBS only Low to Moderate Yes
General purpose Zlarge 2 s EBS only Low to Moderate Yes
] General purpose t2xlarge 4 16 EBS only Moderate Yes
General purpose 12 2xlarge 8 k73 EBS only Moderate Yes
General purpose Banano 2 0s EBS only Yes Up to 5 Gigabit Yes

Cancel  Previous Review and Launch Next: Configure Instance Detalls.

AMI SELECT INSTANCE TYPE

8. Next add storage option, Do not changes anything and click next.
9. Next configure security group, select existing security group which is assign to smarten instance
and click next and then review and launch.

@ 2020, Smarten

Visit us at www.smarten.com

10



Smarten

5 Configuring AWS Elastic Load Balancer (ELB)

5.1 Creating Elastic Load Balancer with Stickiness

Procedure
1. From the EC2 Dashboard, select the “Load Balancing > Load Balancer” menu item.
2. Click the “Create Load Balancer” button.

aws Services v  Resource Groups ~+ % JA

Spot Requests Create Load Balancer J.%- -4
¢

Reserved Instances

Scheduled Instances Filter: (1 Search X

Dedicated Hosts Name ~ DNS name

=] IMAGES
AMIs
Bundle Tasks
=] ELASTIC BLOCK STORE

Volumes

1]

Snapshots

=) NETWORK & SECURITY

CREATE LOAD BALANCER

3. Select Application Load Balancer Type and click on Create.

Select load balancer type

Elastic Load Balancing supports three types of load balancers: Application Load Balancers, Network Load Balancers (new), and Classic Load Balancers. Choose the load balancer type thal meets your needs. Leam more about which load balancer is right for you

Network Load Balancer (Classic | oad Balancer

Application | oad Balancer

PREVIOUS GENERATION
for HTTR: HTTPS, and TGP

Create

Choase a Classic Lo
the EC2-Classic net

\cer when you have an existing application running in

Learn more >

eam more

LOAD BALANCER TYPE

4. On the subsequent “Configure Load Balancer” page:
® Enter a name for the load balancer and specify the scheme as “Internet facing”.
® |nthe “Listeners” section, ensure that there is an HTTP listener on load balancer port 80.

® In the “Availability Zones” section, select the availability zones.

@ 2020, Smarten Visit us at www.smarten.com



Smarten

® C(lick the “Next: Configure Security Settings” button to proceed.

[T —

Step 1: Configure Load Balancer
Basic Configuration

configure your load balancer, provide a name, select a scheme, specify ane or more listaners, and sslect  natwork The default configuration Is an Intemet.facing laad balsncer In the selectsd natwork with 3 listensr that raceives HTTP iraffic on port 80.

Hame (| mreLs

waddresstype (] -+

Listeners

A listener is a process that chacks for cannaction requests, Using the protocal and port that you configured

Load salancer Frotocol Load Balancer Port
HITE g 50 ]
Add fstonor

Availability Zones

ad balancer routes traffc 10 the Targets in these Availabilty Zones only. You can specify only one subel per Availabilily Zane. You must specily subnets from st least lwa Avalability Zones Lo increase the avallabilty of your laad balancer

wRe (]

Availability Zones

cancel (et configure securty settings.

LOAD BALANCER SECURITY

5. Click Next “Configure Security Settings”

® Select the option to “Create a new security group”

® Add a security rile to allow inbound traffic on port 80 (the HTTP port) with source “Anywhere”.

6. Next click on the “Configure Routing” page:
® |nthe “Target group” section, create a new target group and assign it a name.
® Ensure that the protocols is set to “HTTP”, the port to “8080” and the target type to “instance”.

® With this configuration, traffic between the load balancer and the instance will be transmitted
using HTTP.

® |nthe “Health checks” section, define the protocol as “HTTP” and the path to “/smarten”.

® (Click the “Next: Register Targets” button proceed.
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T W L Fld 8 it § e bk A L fe Wl o R L8 Ak R S A T [t D R R R

Basic configuration

Chooss 3 tanget type

O Instances IP addresses Lambda function
A target group consisting of A target group consisting of IP A target group consisting of a
rtances addresses: Larnbda functian
Supparts load balancing to = Supgports load balancng to = Facilitates routing to a
instances within a specific VPRC and orn-premises single Lamida function.
VPC TEROuniEs. «  Arresible to Application
Facilitat Lead Balancers only

muttiple IP

netaark mberfaces on the
A instanoe

r application
communication.

Targat group name

Up ta 32 alphanumeric characters, including hyphers. Must nat begin or end with a hyphen,

Pratocol > Port

HTTPF  w || ao&g

VPC
Select the WPC containing the instances you want ta chocse frorm for inclusion in this target group

wpc-d&he b Jaf
1Pz 17231000016

Health checks
The associated load balancer pericdically sends requests, per the settings below;, to the registened targets ta test their stabus.

Health check protocod

HTTP b

Health check path

R b
r
| / o

» Advanced health check settings

» Tags - optional
Consider adding tags to your target group. Tags enable you to mtegorze yowr AWS resouroes 5o you can more easily manage
them.

LOAD BALANCER BASIC CONFIGURATION

7. Onthe “Register Targets” page, use the instance ID obtained is step 1 to identify and select the

both of “Smarten Instance”.
8. Click the “Add to registered” button to move the instance into the list of registered targets.

9. Click the “Next: Review” button to proceed.

@ 2020, Smarten Visit us at www.smarten.com
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aws Services - Resource Groups ~ * o
1. Configure Load Balancer 2. Configure Security Settings 3. Configure Security Groups 4. Configure Routing 5. Register Targets 6. Review

Step 5: Register Targets
Register targets with your target group. If you register a target in an enabled Availability Zone, the load balancer starts routing requests to the targets as soon
and the target passes the initial health checks.

Registered targets

To deregister instances, select one or more registered instances and then click Remove.

Instance =~ Name * Port ~ State = Security groups

80 @ running WordPress Certified by Bitnami-4-8-1-0 on Ub...

Instances

To register additional instances, select one or more running instances, specify a port, and then click Add. The default port is the port specified for the target g
it i ify a different port.

Instance - Name - State ~ Security groups -~ Zone ~ Subnet ID

- & running WordPress Certifi...  us-east-1a

LOAD BALANCER REGISTER TARGETS

5.2 Enable Stickiness

Sticky session is a mechanism to route requests from the same client to the same target.

Procedure
1. Onthe navigation pane, under LOAD BALANCING, choose Target Groups.

Capacity Reservations

EC2 Target groups
¥ Images
AMIs Target groups (7) c l
¥ Elastic Block Store Q
Volumes
Name A ARN Port v Protocol Targetty... ¥ Load balancer ¥ VPCID
Snapshots
Lifecycle Manager
¥ Network & Security
Security Groups
HTTP-ELB 8080 HTTP Instance
Elastic IPs

Placement Groups
Key Pairs

Network Interfaces

w Load Balancing
Load Balancers

Target Groups

w Auto Sealing
Launch Configurations

Auto Scaling Groups

LOAD BALANCER TARGET GROUPS

2. Choose the name of the target group to open its details page.
3. On the Group details tab, in the Attributes section, choose Edit.

@ 2020, Smarten Visit us at www.smarten.com
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Targets Monitoring

Health check settings
Protocol
HTTP

Path

/smarten

Port
traffic-port

Healthy threshold
2

Tags

Unhealthy threshold
2

Timeout

2 seconds

Interval

10 seconds

Success codes
302

Attributes

Stickiness
Enabled

Stickiness duration

Deregistration delay

10 seconds

Slow start duration

4. On the Edit attributes page, do the following:

a. Select Stickiness

LOAD BALANCER ATTRIBUTES

b. For Stickiness duration, specify a value between 1 second and 7 days.

c. Choose save changes.

Stickiness

The type of stickiness associated with this target group. If enabled, the load balancer binds a

client's session to a specific instance within the target group.

Stickiness duration

2 hours

1 second - 7 days

Cancel

LOAD BALANCER STICKINESS

5.3 Elastic Load Balancer Other Configuration

e Listeners

Use this list to specify listeners for your load balancer. Each listener routes incoming client traffic

on a specified port using a specified protocol to one or more processes on instances.

To add a listener

o Choose Add listener.

o Inthe Application Load Balancer listener dialog box, configure settings you want, and then

choose Add.

@ 2020, Smarten
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Listeners

You can spedify listeners for your load balancer. Each listener routes incoming client traffic on a specified port using a specified protocol to your environment
processes. By default, wa've configured your load balancer with a standard web server on port 80

Actions ¥ H <+ Add listener ’

Port Protocol SSL certificate Default process Enabled

80 HTTP = default O

LOAD BALANCER LISTENERS

Health check

Use the following setting to configure process health checks:
Health check protocol — Http

Health check path - /smarten

Healthy threshold — 5

Unhealthy threshold — 2

Timeout — 2 Seconds

Interval — 15 Seconds

Success codes — 302

O 00O O0OOOO O

ECZ Target growps DevShopify Edit health chedk sattings

Edit health check settings

Health checks
The associated load balancer periodically sends requeses, per the settings below 1o the registensd tangets to test their seatus
Heaalth check protoool
HTTP -
Health check path
Use the default path of /" ta ping the roat, ar specify a custom path if preferred
! e

U b 1024 characters allavwed.

w Advanced health check settings Restore defaults

Part
The port the load balancsr wses when ¢

g health chedks an targets. The default is the port on which each tanget recsives traffic
Fram the loed balancer, but youw can sp Herent part.
O Traffic port

Crvarmide

Healthvy threshaold
The mamber of consecutive health checks sucoesses required before considering an unhealty targes healtiny (2-105

5
210

Uninealthy threshold

The rumber of consenstive haalth chack failures required before considering a target unbealtin (2-10}
2z

210

Timeout

The amourt of time, in seconds, durnng which ma response zans a failed health dheck (2-120 seconds)
z seconds

Z-1m

Interval

The appraximate amount of time between health checks of an indrvidual tanget {5-200 seconds)
15 seconds

S-Z00

i for a successful resporse from a target. You can specfy multiple values (for example, “200,2027 o a

Cancel Sawve changes

LOAD BALANCER HEALTH CHECK

Rules

rten Visit us at www.smarten.com
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When create a listener, define actions for the default rule. Default rules can’t have
conditions. If the conditions for none of a listener’s rules are met, then the action for the
default rule is performed.

last HTTP 80: default action  IF THEN
« Requests otherwise not routed Forward to my-targets
LOAD BALANCER RULE

Note:
For Smarten we don’t have required any additional rule..

e Routing algorithm
Application Load Balancers by default used round robin algorithm. Routing is performed
independently for each target group, even when a target is registered with multiple target
groups.

EC2 Target groups HTTP-ELB Edit attributes

Edit attributes

Attributes

Deregistration delay

The time to wait for in-flight requests to complete while deregistering a target. During this time, the state of the target is draining.
300 seconds
0-3600

Slow start duration
During this period, a newly registered target receives an increasing share of requests, until it reaches its fair share.

v} seconds

30-900 or 0 to disable

Load balancing algorithm
Determines how the load balancer selects targets from this target group when routing requests.

© Round robin

Least outstanding requests

Stickiness
The type of stickiness associated with this target group. If enabled, the load balancer binds a
client's session to a specific instance within the target group.

Cancel

LOAD BALANCING ALGORITHM

6 Configuring Smarten for non-sticky sessions
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Amazon Elasticache for Redis is highly suited as a session store to manage session information such
as user authentication tokens, session state, and more. Simply use ElastiCache for Redis as a fast
key-value store with appropriate TTL on session keys to manage your session information.

6.1 Configuring Redis Server on AWS Elasticache

Procedure
1. Open the Amazon ElastiCache console at https://console.aws.amazon.com/elasticache/
2. Click on “Get Started Now”

Services v Resource Groups v * i:l tutorials @ aws *  N.Virginia ¥  Support *

| ElastiCache Dashboard

Memcached
Redis

Backups ElasticaChe

Parameter Groups

s ElastiCache is a web senvice that makes it easier to launch,
ubnet Groups

Events manage, and scale a distributed in-memory cache in the cloud.

ElastiCache Gluster Glient
Get Started Now

mo 7

T

Launch a Cluster Connect Manage

@ Feedback (@ English (US) € 70! es, Inc. or Its aff d.  Privacy Policy  Terms of Use

AWS ELASTICACHE

3. Select “Redis” as your cluster engine.

Services v  Resource Groups + % £\ tutorials @ aws ~  N.Virginia *  Support ¥

Create your Amazon ElastiCache cluster 2]

Cluster engine | ® Redis

In-memory data structure store used as database, cache and message
broker. ElastiCache for Redis offers Multi-AZ with Auto-Failover and
enhanced robustness.

+  Cluster Mode enabled

Memcached
High-performance, distributed memory object caching system, intended
for use in speeding up dynamic web applications.

Redis settings

Name Li]

Description [i]

Engine version compatibility = 5.0.3 v 0
Port 6379 [i]

Davamatar mraiim | Anénsibt snAinE 0 Alisbas an - ;

@ Feedback (@ English (US) mazon s aff d.  PrivacyPolicy ~ Terms of Use

AWS ELASTICACHE CLUSTER
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4. Check “Cluster Mode enabled”.

Services v Resource Groups * .':\. tutorials @ aws v N. Virginia v Support v

Create your Amazon ElastiCache cluster 2]

Cluster engine | ® Redis

In-memory data structure store used as database, cache and message
broker. ElastiCache for Redis offers Multi-AZ with Auto-Failover and
enhanced robustness.

+  Cluster Mode enabled

Memcached
High-performance, distributed memory object caching system, intended

for use in speeding up dynamic web applications.

Redis settings
Name (i)
Description i)
Engine version compatibility = 5.0.3 AR i ]
Port | 6379 Lid

Daramatar meniin | Anénsib enAinE 0 Alinbas an -

@ Feedback (@ English (US) ne. or its affiliates. £ ed.  Privacy Policy  Terms of Use

AWS REDIS ELEASTICACHE CLUSTER

5. Fill a name for your Redis Cluster and Engine version compatibility.

El'\l; Services ¥ FaN Vimal Patel ¥ Mumbal ¥  Support

Redis settings

Name I Smarten Redis I [i]
Description ~ Smarten Memory Cache [i ]
Engine version compatibility [ 505 -
Port | 6379 [i]
Parameter group | default.redis5.0.cluster.on - O
Modetype = cache.13.medium (3.09 GiB) - O
Number of Shards = 3 i}
Replicas per Shard = 2 [i]
Multi-AZ v [i]
Subnet group  redistest (vpc-débe52bf) > 0

AWS REDIS ELEASTICACHE CLUSTER CONFIGURATION

6. Change the node type to cache.t3.medium, the size of node should depend on workload and
should start with the m5 or r5 instance families.
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Redis settings

Name = Smarten Redis [i}

Description ~ Smarten Memory Cache i)

Engine version compatibility = 5.0.5 > 0
Port = 6379 [i]

Parameter group  default.redis5.0.cluster.on - 0

Mode type I cache.13.medium (3.09 GiB) - I [i]

Number of Shards 3 [}

Replicas per Shard | 2 [i]

Mul-AZ v [i]

Subnet group  redistest (vpc-dGbe52bf) >+ 0

AWS REDIS ELASTICACHE NODE CONFIGURATION

7. In Number of Shared, select 3. It means the data will be partitioned in three different master

nodes.

et Services ¥

Redis settings

Name = Smarten Redis 3]

Description ~ Smarten Memory Cache [i]

Engine version compatibility = 5.0.5 - 0
Port | 6379 o

Parameter group = default.redis5.0.cluster.on - O

Modetype = cache.3 medium (3.09 GiB) > O

Number of Shards | 3 | [3)

Replicas per Shard | 2 [i]

Muli-AZ @ o

Subnetgroup  redistest (vpe-debes2bf) + 0

AWS REDIS ELASTICACHE NODE CONFIGURATION

8. In Replicas per Shared, select 2. It means each master node will have two replicas. In case of a
failure, an automatic failover will be triggered and one of the replicas will take over the role of
the master node.
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aﬂ’? Services ¥

Redis settings

Name = Smarten Redis L]

Description ~ Smarten Memory Cache i}

Engine version compatibility = 5.0.5 [i]
Port | 6379 L]

Parameter group  default.redis5.0.cluster.on [i]

Modetype = cache.t3 medium (3.09 GiB) [i]

Mumber of Shards = 3 Li]

Replicas per Shard | 2 |e
Multi-AZ « Li]

Subnetgroup  redistest (vpc-débe52bf) Li]

AWS REDIS ELASTICACHE REPLICA CONFIGURATION

9. Select a Subnet group.

Redis settings

Name  Smarten Redis L]

Description = Smarten Memory Cache (i}

Engine version compatibility = 5.0.5 [i]
Port = 6379 L]

Parameter group | default.redis5.0.cluster.on [i]

Mode type = cache.13.medium (3.09 GiB) Li}

Number of Shards 3 [i}

Replicas per Shard 2 o
Multi-AZ v Li]

Subnet group I redistest (vpc-d6be52bf) IO

AWS REDIS ELASTICACHE SUBNET GROUP CONFIGURATION

10. Select a Security group for Redis Cluster, make sure the Security group allows incoming TCP
connections on port 6379.
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£ VimalPatel ¥  Mumbai ¥  Support ¥

Security

Security groups [default (sg-89dc28e0) & [i]

Encryption at-rest (i]

Encryption in-transit i}

Import data to cluster

Seed RDB file $3 location (i ]
Use comma to separate multiple paths in the field
Backup
Enable automatic backups + (i}
Backup retention period 1 + 0

AWS REDIS ELASTICACHE SECURITY GROUPS

11. Enable automatic backups and set backup retention period.

£\ VimalPatel ¥  Mumbai ¥  Support v

Security
Security groups  default (sg-89dc28e0) & li]
Encryption at-rest [i]
Encryption in-transit i]

Import data to cluster

Seed RDB file $3 location [i ]
Use comma to separate multiple paths in the field
Backup
Enable automatic backups « i)
Backup retention period | 1 ~ |e

day(s)

AWS REDIS ELASTICACHE AUTOMATIC BACKUPS

12. Click on “create”. A Redis Cluster will get initialized and once it becomes “available”.
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Services v Resource Groups ~ * .l:\ tutorials @ aws v N. Virginia v Support +

Import data to cluster

Seed RDB file S3 location L]

Use comma to separate multiple paths in the field

Backup

Enable automatic backups [i]

Maintenance

Maintenance window @ No preference i)
Specify maintenance window

Topic for SNS Disable notificati K ]

Caneel

@ Feedback (@ English (US) © 2008 es, Inc. or its affiliates. All rights reserved.  Privacy Policy ~ Terms of Use

AWS REDIS ELASTICACHE CLUSTER

6.2 Enabling session sharing in Smarten

Procedure
1. Click on Redis cluster and copy Redis primary endpoint.

iguration Endpoint: -

Primany Endpoint:
ecache. i O b armazonaws. com;
AWS REDIS ELEASTICACHE CLUSTER ENDPOINT

2. Openfile redishhttpSession.xml from path shown below.
WILDFLY_HOME/standalone/deployments/smarten.war/WEB-INF/redishhttpSession.xml

3. Enter Redis primary endpoint and port in tedishhttpsSession.xml file.

<bean class

</bean>

SMARTEN REDIS CONFIGURATION

4. After changes save and closed file and start Smarten services.
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7 Running Smarten

Make sure the application server is running and Smarten application is successfully installed before
running smarten.
All types of users, including Administrators, can log in from the same URL.

Open web browser and type URL
http://<host name>:<port number>/smarten/

For example, http://192.168.1.1:8080/smarten/

Log in to application using default credentials provided

Enter Username - admin
Enter Password - admin

8 Product and Support Information

Find more information about Smarten and its features at www.smarten.com
Support: support@smarten.com

Sales: sales@smarten.com

Feedback & Suggestions: support@smarten.com

Support & Knowledgebase Portal: support.smarten.com
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